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ABSTRACT

The commercial banks globally and locally have adopted technology in carrying out banking
transactions. Technology helps reduce the costs of administration and operation as well as
increasing convenience in banking. However, even with the immense perceived benefits of the use
of technology in banking, internet banking has been faced with challenges including fraud and loss
of funds. The major challenge that comes with increased adoption of technology in the banking
services is cybercrime. This study therefore aims at determining the impact of cybersecurity on the
performance of internet banking services of commercial banks in Nairobi City County. The study
adopted a descriptive research design with a census of a target population of 38 licensed
commercial banks in Nairobi City County. The study used primary data that was collected using a
structured questionnaire. The data was then analysed using the Statistical Software for Social
Sciences (SPSS) and the results presented in the form of tables. The study concluded that
application security is a significant determinant of the performance of internet banking services.
IT governance is a significant determinant of the performance of internet banking services. The
study recommends that the commercial banks ought to enhance the security of their mobile
banking apps to protect customer information and funds from cyber attackers. This includes adding
more person-specific security features that may include the use of fingerprints and 2FA codes. The
commercial banks further ought to enhance IT governance that may be done by a professional and
dedicated team to enhance the level of trust and customer satisfaction as well as competitiveness.

Key Words: Cybersecurity, Internet Banking Services, Commercial Banks, Application Security,
IT Governance
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Background of the Study

Technology has been incorporated by businesses globally in the provision of goods and services.
Technology is currently considered as the major contributing factor towards the success of most
firms that have incorporated it (Tsou & Chen, 2022). The banking industry has adopted technology
in its operations and management because of the need to reduce the costs of administration and
operations. This is by the introduction of electronic and mobile banking services which are
accessible easily and conveniently to its customers (Kenya, 2019).

Internet banking entails a system whereby the customers of a particular financial institution
conduct their financial transactions electronically. Through internet banking, the customer is able
access banking services electronically without visiting the bank (Arshad Khan & Alhumoudi,
2022). Internet banking refers to the systems that customers use to assess accounts, obtain financial
information regarding products and services and transact business through a public or private
network, including the internet (Khan, 2017). The internet banking services include online
banking, phone banking, mobile banking, ATM and debit card services, fund transfers, e-
statements among others (Boni & Tsekeris, 2007). Internet banking can also be used to make
remittances both local and international. Internet banking is preferred because it is less costly.

Internet banking entails an electronic payment system that makes it possible for the commercial
bank customers to carry out various financial transactions online through the internet. The
customers can access various bank products conveniently at the convenience of their location any
time provided there is network coverage (Jahan et al., 2020). Furthermore, the other motivational
factor that may have compelled the commercial banks to adopt internet banking services is the
widening of the revenue base as well as for growing profits. With internet banking, the banks have
recorded increased transactions and increased convenience of transactions and hence increased
revenues (Odhiambo & Ngaba, 2019).

However, even with the advent of internet banking that has been widely adopted by the commercial
banks, a number of security issues have been of concern to the customers globally (Ghorbani &
Ahmadzadegan, 2017). Internet banking exposes customers to fraud, theft and other related
security issues, which may be attributed to customer behaviour when carrying out transactions on
the platforms. The major challenge that comes with increased adoption of technology in the
banking services is cybercrime. Thus, this calls for proper security when designing online banking
systems to mitigate security attacks and fund losses due to security vulnerabilities (Ameme &
Yeboah-Boateng, 2016).

Cybersecurity entails the involvement of policies, people, processes and technologies to protect
the organizations and their systems from the digital attacks (Khalil, et al., 2020). It is the process
designed to protect the servers, computers, networks and digital data from unauthorized access and
destruction or attack in cyberspace. This covers the protection of financial data and the business
reputation (Al-Alawi & Al-Bassam, 2020). The technological advancement has resulted in
cybersecurity challenges and there is need for the governments and institutions to up the legal and
technical frameworks to curb the challenge (Uddin, et al., 2020).

Cyber security threats have more affected financial related institutions, commercial organisation
and government agencies. The commercial banks and other financial institutions hold sensitive
information especially the financial information of its customers (Belas, et al., 2016). The internet
banking system has been a target by criminals and hackers whose main intentions are to steal the
financial information of clients and the funds (Ali, et al., 2020). The commercial banks must
therefore, be up to date with new technological trends to protect the data of their clients (Al-Alawi
& Al-Bassam, 2020). Even though most cybercrimes are carried out in order to generate profit for
the cybercriminals, some cybercrimes are carried out against computers or devices directly to
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damage or disable them, while others use computers or networks to spread malware and illegal
information among others (Jethwani & Surbhi, 2015).

Statement of the Problem

There has been stiff competition among the Kenyan commercial banks each intending to remain
competitive in the Kenyan financial market. As a result, the banks have focused on incorporating
technology in their operations to enhance service delivery to its customers and remain competitive
(Njoroge & Mugambi, 2018). Many commercial banks have appreciated that an increasing number
of customers prefer consuming banking services electronically. The banks have also began
offering 24-hour banking services to its customers because of the increased convenience of service
access (Amin, 2016). Through internet banking, banking services are efficient and safe. The
commercial banks are able to manage employees, expand their markets, attain consumer
competitiveness and achieve consumer loyalty (Nduta & Wanjira, 2019).

However, despite the advantages of using internet banking, the system is susceptible to fraud,
overload, security & privacy problems, rapid technology change, high initially cost and uncertainly
about information reliability (Daniela et al, 2010). The commercial banks and other financial
institutions hold sensitive information especially the financial information of its customers. This
sensitive information is a subject of interest to the cybercriminals who hold specialised information
technology skills. They capitalise on the loopholes that may exist within the banking security
system to try to access customer information.

The internet banking system has been a target by criminals and hackers whose main intentions are
steal the financial information of clients and the funds. Cyber-attacks in Kenya have been on the
rise in the banking and financial sector according to the Kaspersky report (2021). The cyber-attacks
increased from the first quarter of 2021 to the second 2021 by 59% and the main leading cyber
security threats are crypto-miner malware, financial Trojans and ransomware. An estimated KES
18 billion was lost to cybercrime in 2016 (Kenya National Bureau of Statistics, 2016). The
proposed study seeks to determine the impact of cybersecurity on the performance internet banking
services of commercial banks in Nairobi City County.

A number of studies have been conducted on cyber insecurity and its impact on the socioeconomic,
cultural and political dimensions of the society (Gandhi, et al., 2011; Dunn Cavelty & Wenger,
2020; Apaua and Lallie, 2022). Though the studies established that cybersecurity has adversely
impacted the cultural, social, economic, and political dimensions, the manifestations of cyber
insecurity is very dynamic and rapidly evolving. With these rapid changes and dynamic of cyber
security, the practicality, policy framework and scholarly implications relating to cyber security a
decade ago may not be applicable and practical now and in the future. As such, continuous research
on cyber insecurity is critical to identify new dynamics that cyber insecurity drives, with particular
attention to end users, system and application security, IT governance and IT infrastructure. A
study by Apaua and Lallie, (2022), Chang, (2016), He et al. (2015) and Islam, (2014) did not
clearly capture the application and end-user security regarding the mobile banking applications, a
gap the current study seeks to fill. In addition, Das and Dhar (2014), Belés et al. (2016), Awwad
and El Khoury, (2021) and Alansari, Huang et al. (2011) and Al-Sartawi, (2021) in their studies
on IT governance did not capture the effect of IT governance on the performance of internet
banking services among the Kenyan commercial banks, a gap that is sought to be filled by the
current study. Finally, Sarjiyus et al. (2019) and Rajarajeswari et al. (2021) in their studies did not
bring out clearly the effect of IT infrastructure on the performance of internet banking services
among the Kenyan commercial banks. The current study seeks to fill this gap. It is against this that
the proposed study seeks to determine the impact of cybersecurity on the performance of internet
banking services of commercial banks in Nairobi City County.
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Objectives of the Study

The specific objectives were,

I.  To establish the effect of application security on the performance of internet banking
services of commercial banks in Nairobi City County.

ii.  To analyze the effect of IT governance on the performance of internet banking services
among commercial banks in Nairobi City County.

LITERARTURE REVIEW
Theoretical Review
Theory of Reasoned Action

The theory of reasoned action was formulated by Fishbein and Azjen in 1967. The theory
postulates that the behaviour of a person is determined by their intention to perform that behaviour.
The intention is a function of their attitude towards the behaviour and subjective norms (Kim et
al., 2013). The attitude towards performing a particular action is determined by the likelihood of
various consequences as well as the evaluation of the impact of such consequence if any. In case
of a feeling that the consequence would be good or beneficial, then the action is deemed necessary.
On the other hand, if the consequences are deemed to be dire and negative, then the actioned would
be deemed unnecessary of non-beneficial to perform (Trafimow, 2009).

The theory of reasoned action has however been criticised by a number of scholars. One of the
criticism against the theory is that the theory is not falsifiable. The theory makes risky predictions
that can only be falsified under reasonable standards of falsification. The theory further has a
significant risk of confounding between attitudes and norms. This is because attitudes mostly can
be reframed as norms and that norms can be reframed as attitudes. Therefore, this confusion has
been considered as one of the limitations of the theory (Hagger, 2019).

The theory is relevant to the study on the impact of cybersecurity on the performance of internet
banking services of commercial banks in Nairobi City County. This because the incidences of
cyber-attacks are considered as actions that are well thought by the cyber criminals with the
intention of reaping benefits from the act. The cyber criminals are also aware of the consequences
of the action and the behaviour of the commercial banks and its customers. Thus, the theory can
be used to explain the study.

Technology Acceptance Theory

Technology acceptance model theory was postulated by Fred Davis in 1989. The theory points out
that the acceptance of a computer system by its potential users depends on two main factors that
is the perceived ease of use and the perceived usefulness. The theory thus drives on the perceptions
of the users of the computer systems (Grani¢ & Marangunié, 2019). The theory is an improvement
of the theory of reasoned action. The theory of reason action is grounded on the fact that believes
influence attitudes leading to intentions, which ultimately generate behaviour. Davis, (1989)
introduced added the perceived usefulness, perceived ease of use, attitude and behavioural
intention to use which would lead to the system usage (Ma, & Liu, 2004).

The theory has been criticised in that the variable pertaining to the user behaviour evaluated
through a subjective means such behavioural intention and interpersonal influence. In addition,
behaviour cannot be expressly quantified owing to a number of different subjective factors such
as the values and norms of societies and personal attributes and personality traits. Hence, the
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argument that a relative, friends could influence the use of technology through exacting social
pressure is highly falsifiable (Ajibade, 2018).

The theory is relevant to the current study because cybersecurity is highly dependent on technology
and the use of technological devices. The cyber criminals use devices such as computers in the
execution of cyber-attacks. This could be because of the perceived ease of use and the perceived
usefulness of the technological systems. Thus, the theory was significant in giving explanations
on cybersecurity and its effect on internet banking services of commercial banks in Nairobi City
County.

Conceptual Framework

A conceptual framework presents a pictorial representation of how the dependent and the
independent variables in a research are expected to relate. The dependent variable in this study is
the performance of internet banking services of the commercial banks in Nairobi City County. The
independent variables on the other hand include, the application security, and IT governance. It is
expected that the application security, and IT governance had an impact on the performance of
internet banking services of the commercial banks in Nairobi City County. A summary of the
expected relationship between the variables is summarized in Figure 2.1.

Application Security
e Single device use
e Personal credentials
e Limited login trials

v

Performance of internet
banking of commercial banks
e Safety of transactions
e Volume of activity

IT Governance e Efficiency in banking
e Risk management

e Resource management
e Performance management

\ 4

Figure 2.1: Conceptual Framework

Application Security

Application security pertains the inherent risks and security vulnerabilities in the mobile banking
apps (Kouraogo et al., 2017). The risks may include unsecured server communication and data
storage, vulnerabilities in the code, failure to authenticate certificates, and running on phones
despite the phones being broken. Some applications were found to be initiating non-encrypted
connections, did not validate the authenticity of certificates from the server, and some of them
being accessible through a web interface that made the phones more vulnerable to JavaScript
injections seeking to steal login information (Chang, 2016). Sarjiyus et al. (2019) pointed out that
banks should have security measures in place including include protecting customer confidential
information to protect clients from phishing, trojans and other viruses, avoiding public networks,
which a source of attacks such as spoofing, phishing, pharming and keystroke capturing.

IT Governance

IT governance according to Webb et al. (2006) entail the process that ensures efficient and
effective use of IT in enabling an organization achieve its objectives and goals. Information
technology has enhanced the activities in the banking sector. The banking services are now
available throughout at the convenience of the customers. Through IT, competition among the
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banks has increased which has resulted in better systems and increased performance (Alansari &
Al-Sartawi, 2021). Information technology can be applied in the banking system to facilitate the
automated environment on which banking data is based, enhance the distribution and delivery
channels of the banks, develop new services and products to remain competitive in the financial
markets, create a strategic resource as well as improving the payment system and monitoring
transactions (Awwad & El Khoury, 2021).

Empirical Review

Application Security and Performance of Internet Banking Services

A study was conducted by Apaua and Lallie, (2022) in Ghana, focusing on measuring user
perceived security of mobile banking applications. The study adopted a covariance-based
structural equation modelling with a total of 315 responses used in analysis. The results pointed
out that the advent of mobile banking has triggered the rapid increase in the mobile banking
financial web apps. The apps are beneficial in that they are easy to use and offer comfort when
performing financial transactions. However, despite the perceived benefits, there are inherent risks
and security vulnerabilities in the mobile banking apps. The increase in the mobile applications
have resulted in a corresponding increase in the appetite of cybercriminals and computer hackers
to target such devices.

Chang, (2016) conducted a study on mobile banking with a focus on the best hope for cyber
security development. The study indicated that most of the mobile banking applications are
vulnerable to cyber-attacks and do not have the necessary security measures of protecting sensitive
information. The results further pointed out that the apps faced unsecured server communication
and data storage, vulnerabilities in the code, failure to authenticate certificates, and running on
phones despite the phones being broken. Some applications were found to be initiating non-
encrypted connections, did not validate the authenticity of certificates from the server, and some
of them were accessible through a web interface that made the phones more vulnerable to
JavaScript injections seeking to steal login information.

A research was conducted by He et al. (2015) with a focus on understanding mobile banking
applications’ security risks through blog mining and the workflow technology. Blog mining
research method was adopted by the study. The findings pointed out the key security risks facing
the mobile banking applications. According to the study, mobile malware is fast spreading and
has caused a variety of security and privacy concerns including leaking of sensitive financial data,
financial loss and identify theft. Thus, information on the emerging vulnerabilities, threats and the
respective counter measures is necessary to the future of mobile banking and mobile banking
users’ financial security.

IT Governance and Performance of Internet Banking Services

Furthermore, Awwad and El Khoury (2021) while researching on information technology
governance and bank performance in Palestine pointed out that information technology can be
applied in the banking system to facilitate the automated environment on which banking data is
based. Information technology also enhances the distribution and delivery channels of the banks,
develop new services and products to remain competitive in the financial markets, create a strategic
resource as well as improving the payment system and monitoring transactions. However, the
banks have not been able to reap maximum benefits from the adoption of information technology.
The banking sector still faces security threats as well as ineffective IT decision making and
management control.

Focusing on IT governance and E-banking among the Gulf Cooperation Council listed banks,
Alansari and Al-Sartawi (2021) indicated that banks and other financial institutions would achieve
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effective operations when they adopt the information technology governance. The study
acknowledged the role information technology has played in enhancing the activities in the
banking sector. The banking services are now available throughout at the convenience of the
customers. Through IT, competition among the banks has increased which has resulted in better
systems and increased performance.

In a study on IT governance focusing on objectives and assurances in internet banking, Huang et
al. (2011) established that the commercial bank customers have been reluctant in adopting internet
banking as a result of the associated security issues. Customers have been able to associate every
bank with its respective quality of services and their perceived security of carrying out transactions
within their platforms. The quality internet banking according to the study has a positive impact
on customer satisfaction. Internet banking can be employed to reduce system-related uncertainty
by utilizing encrypted transactions, firewalls, authentication mechanisms, and privacy seals and
disclosures. Furthermore, information technology can be used in routine transactions including
efficient and effective control, allocation, and management of various IT service operations.

RESEARCH METHODOLOGY

This research adopted a descriptive research design. The unit of analysis of the study were the 38
licensed commercial banks that are operating in, Nairobi City County, Kenya. The commercial
banks have been chosen because the cyber security threats mostly target commercial banks and
other financial institutions. The unit of observation of the study were 38 IT administrators, 38
network administrators and 38 database administrators selected from each of the 38 licensed
commercial banks that are operating in, Nairobi City County. Thus, the target population for the
study were 114 respondents. Since the target population in this research is relatively small, a census
of all the 38 IT administrators, 38 network administrators and 38 database administrators of all the
38 licensed commercial banks in Nairobi City County The study used primary data for analysis. A
structured questionnaire was used to collect data from the respondents. The data from the
questionnaires were transferred to an excel sheet after which the data was loaded to SPSS for
analysis. The results were presented in the form of descriptive and inferential results. The
descriptive statistics comprised percentages, means and standard deviation. The inferential
statistics comprised the Pearson’s correlation coefficient (r) and multiple linear regression model.

RESULTS AND DISCUSSION

Studies including a study by Fincham (2008) have indicated that good response rate in research
studies should have a response rate of at least 70%. The sample size for the study was 114
respondents. 8 respondents participated in the pilot study. Thus, 106 respondents participated in
the main study.

Application Security

The study adopted primary data that was collected using structured questionnaires administered to
the respondents. The questionnaires were structured in a Likert scale from points 1 to 5 whereby
point 1 represented Not at all, 2 for Small extent, 3 for Moderate extent, 4 for Great extent and 5
for Very great extent. In the analysis of data, the descriptive statistics were presented in the form
of frequencies, means and standard deviation as well as percentages. A mean of 1 indicated that
on average, the responses strongly disagreed with the respective statement presented, a mean of 2
indicating an agreement to small extent, mean of 3 an agreement to a moderate extent, a mean of
4 an agreement to a great extent and finally a mean of 5 indicating an agreement to a very large
extent. Table 1 presents a summary of the responses with regards the questions on application
security.
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Table 4.3: Descriptive Results for Application Security
NAA SE ME GE VGE

S

f % f % f % f % f % M Dev
Linking credentials of the app to 38 1.1
those of the bank account helps 1 14 17 32 29
enhance performance of e banking 1.1% 15.1% 18.3% 34.4% 31.2%
Limiting the daily amounts to be 39 1.0
transacted is a good security measure 1 11 18 32 31
to boost performance of e banking. 1.1% 11.8% 19.4% 34.4% 33.3%
Limiting the number of login trials 3.7 11
helps improve performance of e 3 11 24 25 30
banking 32% 11.8% 25.8% 26.9% 32.3%
Limiting the ability to re-install the 3.7 11
app and successfully login in a
different device is an essential 3 13 15 39 23
security step 3.2% 14% 16.1% 41.9% 24.7%
Enabling two-factor authentication is 38 11
necessary in ensuring performance of 3 14 9 40 27
e banking 32% 151% 9.7% 43% 29%

It can be noted from the responses in Table 4.3 that 32(34.4%) of the respondents agreed to a great
extent that linking credentials of the app to those of the bank account helps enhance performance
of e banking with 29(31.2%) concurring to a very great extent. However, 17(18.3%) agreed to a
moderate extent. The statement mean and standard deviation were 3.8 and 1.1 respectively
indicating that on average, the responses were in tandem to a great extent with the question.

The statement, limiting the daily amounts to be transacted is a good security measure to boost
performance of e banking recorded responses as follows. 18(19.4%) of the responses were
moderately in agreement, 32(34.4%) concurred to a great extent, 31(33.3%) of the responses were
in tandem to a very great extent. The mean and the corresponding standard deviation of the
statement were 3.9 and 1.0 respectively implying that the respondents agreed to a great extent with
the question.

Limiting the number of login trials helps improve performance of e banking attracted responses as
follows. 25(26.9%) of the respondents agreed to a great extent, 30(32.3%) concurring to a very
great extent. However, 24(25.8%) agreed to a moderate extent. The statement mean and standard
deviation were 3.7 and 1.1 in that order indicating that on average, the responses were in tandem
to a great extent with the question.

In addition, the responses regarding the question, limiting the ability to re-install the app and
successfully login in a different device is an essential security step pointed out the following.
39(41.9%) of the respondents were in agreement to a great extent, 15(16.1%) agreed to a moderate
extent whereas 23(24.7%) indicated an agreement to a very great extent. The mean and the
standard deviation of the statement were 3.7 and 1.1 in that order meaning that the responses were
in agreement to a great extent on average.

Finally, on whether enabling two-factor authentication is necessary in ensuring performance of e
banking, 40(43%) of the responses were in tandem, 27(29%) indicated an agreement to a moderate
extent and 27(29%) indicating concurrence to a very great extent. The mean and the standard
deviation of the statement were 3.8 and 1.1 in that order meaning that the responses were in
agreement to a great extent on average.
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IT Governance

The responses regarding the questions on IT Governance are summarized in Table 2.

Table 2: Descriptive Results for IT Governance
NAA SE ME GE VGE

S

f % f % f % f % f % M  Dev
Regular app maintenance is a 38 11
significant security measure in
enhancement of performance of e 2 12 14 35 30
banking 22% 12.9% 15.1% 37.6% 32.3%
The presence of a reliable customer 38 1.0
support helps boosting the 1 11 20 38 23
performance of e banking 1.1% 11.8% 21.5% 40.9% 24.7%
Blocking suspicious customer app 38 11
logins enhances the performance ofe 3 10 16 39 25
banking 32% 10.8% 17.2% 41.9% 26.9%
Flagging off transactions is useful in 38 11
realising the performance of e 3 11 17 29 33
banking 32% 11.8% 18.3% 31.2% 35.5%
Regular account transaction 38 1.0
monitoring is key in ensuring 1 11 18 36 27
performance of e banking 1.1% 11.8% 194% 38.7% 29%

From the results in Table 2 that 35(37.6%) of the respondents agreed to a great extent that regular
app maintenance is a significant security measure in enhancement of performance of e banking
with 30(32.3%) concurring to a very great extent. Additionally, 14(15.1%) agreed to a moderate
extent. The statement mean and standard deviation were 3.8 and 1.1 respectively indicating that
on average, the responses were in tandem to a great extent with the question.

The question, the presence of a reliable customer support helps boosting the performance of e
banking recorded responses as follows. 20(21.5%) of the responses were moderately in agreement,
38(40.9%) concurred to a great extent, 23(24.7%) of the responses were in tandem to a very great
extent. The mean and the corresponding standard deviation of the statement were 3.8 and 1.0
respectively implying that the respondents agreed to a great extent with the question.

Blocking suspicious customer app logins enhances the performance of e banking attracted
responses as follows. 39(41.9%) of the respondents agreed to a great extent, 25(26.9%) concurring
to a very great extent. However, 16(17.2%) agreed to a moderate extent. The statement mean and
standard deviation were 3.8 and 1.1 in that order indicating that on average, the responses were in
tandem to a great extent with the question.

In addition, the responses with regards to the question, flagging off transactions is useful in
realising the performance of e banking pointed out the following. 29(31.2%) of the respondents
were in agreement to a great extent, 17(18.3%) agreed to a moderate extent whereas 33(35.5%)
indicated an agreement to a very great extent. The mean and the standard deviation of the statement
were 3.8 and 1.1 in that order meaning that the responses were in agreement to a great extent on
average.

On whether regular account transaction monitoring is key in ensuring performance of e banking,
36(38.7%) of the responses were in tandem, 18(19.4%) indicated an agreement to a moderate
extent and 27(29%) indicating concurrence to a very great extent. The mean and the standard
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deviation of the statement were 3.8 and 1.1 in that order meaning that the responses were in
agreement to a great extent on average.

Performance of Internet Banking Services
The responses regarding the questions on performance of internet banking services are
summarized in Table 3.

Table 3: Descriptive Results for Performance
NAA SE ME GE VGE

S

f % f % f % f % f % M  Dev
Internet banking has led to increased 2 11 23 30 27 3.7 11
volume daily transactions 22% 11.8% 24.7% 32.3% 29%
Internet banking has increased the 2 10 20 38 23 38 10
efficiency in banking 22% 10.8% 21.5% 40.9% 24.7%
Internet banking has improved the 3 12 17 36 25 3.7 11
competitive advantage of the bank 32% 129% 18.3% 38.7% 26.9%
Internet banking has boosted the 2 16 17 29 29 3.7 11
revenue generation of the bank 22% 17.2% 18.3% 31.2% 31.2%
With internet banking, there is 38 10
increased safety of financial 0 11 24 32 26
transactions. 0% 11.8% 25.8% 34.4% 28%

On whether internet banking has led to increased volume daily transactions, 30(32.3%) of the
responses were in tandem, 23(24.7%) indicated an agreement to a moderate extent and 27(29%)
indicating concurrence to a very great extent. The mean and the standard deviation of the statement
were 3.7 and 1.1 in that order meaning that the responses were in agreement to a great extent on
average.

The responses with regards to the statement, internet banking has increased the efficiency in
banking pointed out the following. 38(40.9%) of the respondents were in concurrence to a great
extent, 20(21.5%) agreed to a moderate extent whereas 23(24.7%) indicated an agreement to a
very great extent. The mean and the standard deviation of the statement were 3.8 and 1.0 in that
order meaning that the responses were in agreement to a great extent on average.

The statement, internet banking has improved the competitive advantage of the bank, recorded
responses as follows. 17(18.3%) of the responses were moderately in tandem, 36(38.7%)
concurred to a great extent, 25(26.9%) of the responses were in tandem to a very great extent. The
mean and the corresponding standard deviation of the statement were 3.7 and 1.1 in that order
implying that the respondents agreed to a great extent with the question.

Internet banking has boosted the revenue generation of the bank attracted responses as follows.
29(31.2%) of the respondents agreed to a great extent, 29(31.2%) concurring to a very great extent.
However, 17(18.3%) agreed to a moderate extent. The statement mean and standard deviation were
3.7 and 1.1 in that order indicating that on average, the responses were in tandem to a great extent
with the question.

Finally, the statement, with internet banking, there is increased safety of financial transactions
recorded the responses as follows. 32(34.4%) of the respondents were in agreement to a great
extent, 26(28%) concurred to a very great extent. Additionally, 24(25.8%) agreed to a moderate
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extent. The statement mean and standard deviation were 3.8 and 1.0 respectively indicating that
on average, the responses were in tandem to a great extent with the question.

Correlation Results

Correlation analysis on the other hand is important in determining the strength and direction of
relationship between the dependent and the respective independent variables. The dependent
variable in the study was the performance of internet banking services whereas the independent
variables included application security and It governance

Table 4: Correlation Results

Performance of
internet banking  Application IT

services Security Governance
Performance of internet
banking services Pearson Correlation 1
Sig. (2-tailed)
N 93
Application
Security Pearson Correlation  .560** 1
Sig. (2-tailed) 0.000
N 93 93
IT Governance Pearson Correlation  .556** .387** 1
Sig. (2-tailed) 0.000 0.000
N 93 93 93

** Correlation is significant at the 0.01 level (2-tailed).

As can be observed from the results in Table 4, the correlation between the performance of internet
banking services and application security was both positive and statistically significant (r = 0.560,
p = 0.000<0.05). The correlation between the performance and IT governance was both positive
and statistically significant (r = 0.556, p = 0.000<0.05).

Regression Results

Regression analysis is significant in determining the linear relationship between the dependent and
the independent variables. The dependent variable in the study was the performance of internet
banking services whereas the independent variables included application security and It
governance

Table 5: Model Summary

R R Square Adjusted R Square Std. Error of the Estimate

.740a 0.547 0.526 0.49577
a Predictors: (Constant), Application Security, IT Governance

It is clear from the results in Table 5 that the estimated model explains to a tune of 54.7% of the
total variations in the performance of internet banking services. This is supported by the R Squared
value of 0.547 in the estimated model. This implies that the independent variables under study are
significant in explaining the performance of internet banking services.
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Table 6: ANOVA

Sum of Squares df Mean Square F Sig.
Regression 26.104 4 6.526 26.552 .000b
Residual 21.629 88 0.246
Total 47.733 92

a Dependent Variable: Performance
b Predictors: (Constant), Application Security, IT Governance

The results presented in Table 6 points out the statistical significance of the estimated model. This
is supported by the estimated P value in the model (0.000<0.05) as well as the estimated F value
(26.552) less than the F critical 1.99230 in the F tables. The estimated results can therefore be used
to give reliable inference.

Regression Coefficients

The dependent variable in the study was the performance of internet banking services whereas the
independent variables included application security, and It governance. Table 7 outlines the
regression coefficient results.

Table 7: Regression Coefficients

Unstandardized Standardized

Coefficients Coefficients t Sig.

B Std. Error Beta
(Constant) -1.616 0.519 -3.115 0.002
Application Security 0.366 0.102 0.296 3.589 0.001
IT Governance 0.364 0.109 0.277 3.337 0.001

a Dependent Variable: Performance of internet banking services

The estimated multiple regression model was,
Y=-1.616 + .366X1 + .364X>

Where

Y is performance of internet banking services of commercial banks in Nairobi City County
Xz isapplication security,

X2is IT governance and,

It can be noted from the analysis regression coefficient results presented in Table 4.14 that, the
coefficient of the variable application security was both positive (0.366) and statistically
significant (p = 0.001<0.05). This implies that, a unit improvement in the security of applications
would result in 0.366 units improvement in the performance of internet banking services among
the commercial banks in Nairobi County. Thus, the study concludes that application security is a
significant determinant of the performance of internet banking services.

The coefficient of the variable IT governance was both positive (0.364) and statistically significant
(p = 0.001<0.05). This implies that, a unit improvement in IT governance would result in 0.364
units improvement in the performance of internet banking services among the commercial banks
in Nairobi County. Thus, the study concludes that IT governance is a significant determinant of
the performance of internet banking services.
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Conclusions

The study concluded that application security is a significant determinant of the performance of
internet banking services. Application security pertains the inherent risks and security
vulnerabilities in the mobile banking apps including unsecured server communication and data
storage, vulnerabilities in the code, failure to authenticate certificates, and running on phones
despite the phones being broken. The utilization of technology in banking has resulted in an
increase in mobile banking financial web apps, which are beneficial in that they are easy to use,
and offer comfort when performing financial transactions. However, this has also resulted in a
corresponding increase in the appetite of cybercriminals and computer hackers to target such
devices. Most of the mobile banking applications are vulnerable to cyber-attacks and could cause
a variety of security and privacy concerns including leaking of sensitive financial data, financial
loss and identify theft. Thus, banks should have security measures in place including include
protecting customer confidential information to protect clients from the security threats.

The study concluded that the study concludes that IT governance is a significant determinant of
the performance of internet banking services. IT governance entail the process that ensures
efficient and effective use of IT in enabling an organization achieve its objectives and goals.
Information technology has been utilized in the banking system to facilitate the automated
environment on which banking data is based. It enhances the distribution and delivery channels of
the banks, develop new services and products to remain competitive in the financial markets, create
a strategic resource as well as improving the payment system and monitoring transactions. Banks
would achieve effective operations when they adopt the IT governance. Through IT, competition
among the banks has increased which has resulted in better systems and increased performance.
The quality internet banking according to the study has a positive impact on customer satisfaction.

Recommendations to Practice

The study recommends that the commercial banks ought to enhance the security of their mobile
banking apps to protect customer information and funds from cyber attackers. This includes adding
more person-specific security features that may include the use of fingerprints and 2FA codes.
Furthermore, there should be adequate and regular training for the customers utilizing internet
banking on the safety tips of utilizing the platform as well as the signs of cyber threats. This can
be done through popular online platforms. The commercial banks further ought to enhance IT
governance that may be done by a professional and dedicated team to enhance the level of trust
and customer satisfaction as well as competitiveness. The commercial banks further ought to
introduce more security measures including the use of fingerprints as well as timely notifications
when customers are utilizing internet banking service.

Policy Recommendations

The study recommends that the ministry of Information, Communication and Digital Economy as
well the Communications Authority of Kenya should regulate the mobile apps in place to ensure
that they are safe for use by the various commercial bank customers. The commercial banks should
also develop policies making it mandatory for the regular update and improvement of the apps to
match the dynamic challenges.

Recommendations for Further Studies

The study recommends that further studies be conducted on internet banking and financial
performance of microfinance institutions in Nairobi City County.
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